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The Value of Incident Response Tabletop Exercises
Topic #1
o  Most week’s we will cover 1-2 information security stories that have an impact on your
organization.
e However, in this podcast, | want to discuss a low-cost approach method to determine how
well you will respond to computer security incidents similar to those you are reading about
in the news, as well as performing incident response tabletop exercises.

Topic #2
e Tabletop exercises are initially performed for compliance reasons, specifically PCI control
X

e  We perform these often for AMLAW 50 law firms and top 10 hospital systems.
e  Why perform tabletop exercises?

o Designed to test response without lower stress

o Does your incident response plan/policy work?

®* How do you know if you don’t test it?

o Identify strengths and weaknesses

0 Make the stressful decisions to be implanted when similar incidents occur

o Visibility into how encompassing computer security incidents are (IT, executives,

legal, HR, PR, service providers, vendors, etc.)

e Designing tabletop exercises:

o Start with your goals and objectives

O Be sure correct stakeholders are present

o0 Leverage a “neutral” facilitator

o Answers must be based on current capabilities (no “pixie” dust)

Bill Dean is a Senior Manager at LBMC Information Security. While involved in various aspects of
LBMC’s security services, he is also the practice lead for the organization’s incident response,
forensics, and litigation support practice.
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