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2017 Year-End Healthcare Breach Review 

 
In this podcast, we look at the year in review, in terms of reported health data breaches.  In 

comparison to previous years, it was a good year, as the number of records compromised was 
significantly down. As of December 30th, there had been 341 breaches reported, affecting a little 
less than 5 million individuals. By comparison, in 2016 there were 327 breach reports (slightly 

fewer), but there were 16.6 Million individuals affected. Contrast that with 2015, when fewer 
breaches (268) were reported, affecting over 113 million patients. It’s important to note that the 
Anthem breach alone in that year was over 78 million.   
 

So, if you follow the trends over the last few years, we see that the number of total breaches is 
trending slowly back upward from 268 in 2015 after a very unusual peak of over 700 in 2014, 
but, as we mentioned, the number of affected individuals seems to be dropping dramatically.  
 

3-Year Breakdown of Breach Metrics 
 

Metric Category 2017 2016 2015 

Total Breaches  341   327   268  

Total Records  4,979,396                16,655,090               113,238,018  

Average Size  14,602                       50,933                      422,530  

Provider Breaches  275   257   195  

Provider Records  4,445,741   12,215,339   6,364,992  

Plan Breaches  49   51   62  

Plan Records  341,413   880,455   102,919,905  

BA Breaches  17   19   11  

BA Records  192,242   3,559,296   3,953,121  

Provider % of Breaches 80.6% 78.6% 72.8% 

Provider % of Records 89.3% 73.3% 5.6% 

Plan % of Breaches 14.4% 15.6% 23.1% 

Plan % of Records 6.9% 5.3% 90.9% 

BA % of Breaches 5.0% 5.8% 4.1% 

BA % of Records 3.9% 21.4% 3.5% 

 
So, why the significant drop in affected individuals? Here are a few of our leading theories…  
 

1) As an industry, while we in healthcare are not where we need to be, we are, in fact, 
getting better. Wishfully, we truly hope this is driving some of the trends we are seeing in 
terms of breach reporting.  



2) We may not have all the data. We’ve seen in several sectors that breaches are not being 
reported timely. While there are stiff penalties for not reporting timely to HHS, 

organizations knowing they are already likely in the cross hairs with regulators may be 
slower to report.   

3) The big boys (those with lots of data like payers and clearinghouses) took note of some of 
the very notable breaches from years past and are doing a better job securing systems 

and segmenting networks, making it harder for hackers to successfully mine “the 
motherlode.” 

4) Tactics for the hackers are shifting to availability-based attacks like ransomware.   The 
impact of these events is significant, but confusion over how and if to report these incidents 

as breaches is skewing the numbers.  
 
So, here’s a quick rundown of the top 5 from 2017. In total, they accounted for a little over 2 
million individual records.    

 
Out of the top 5, the largest one was a result of insider activity—specifically, unauthorized access 
through stolen media by a now-former employee. The remaining four were all related to 

ransomware.  
 
1. Commonwealth Health Corp – 698,000 
 

Highlights: 

• Insider unauthorized access 

• Kentucky-based health system 

• Public notification in January of 2017 

• Encrypted media obtained under false pretenses 

• A medical center employee obtained data on 698k patient encounters (but only ostensibly 
160k individuals) on two occasions (2014 and 2015) on a CD and USB drive that were 
reported to be encrypted. 

• Individual obtained data under false pretenses that the data was needed for business 
purposes, which, in actuality, the individual “intended to use these records to assist in the 
development of a computer-based tool for an outside business interest which had never 

been disclosed to Med Center Health officials.” 

• Since the incident was reported as a breach, it is assumed that the data was accessible 
despite the report of the media being encrypted.   

• Notices were sent to roughly 160k individuals.  
 
 
2. Airway Oxygen – 500,000 

 
Highlights: 

• Ransomware 

• Michigan-based medical supply company 

• A ransomware attack in April 2017 

• The attackers gained access to the company’s technical infrastructure on April 18, 2017 
and installed ransomware. The part of the network affected was discovered to contain 
protected health information, including names, addresses, birth dates, contact telephone 



numbers, medical diagnoses, health insurance policy numbers, and details of the services 
the company provided to patients. Financial information and Social Security numbers were 

not exposed. 

• No evidence of data access or theft was uncovered by Airway Oxygen, although it was 
not possible to rule out the possibility that information was compromised in the attack. 

• In July of 2016, the HHS’ Office for Civil Rights issued guidance for covered entities on 
ransomware attacks, explaining that a ransomware attack that results in the encryption of 
data is a reportable security incident unless the covered entity had encrypted PHI prior to 
the ransomware attack occurring or it can be demonstrated, by means of a risk 

assessment, that there is a low risk of PHI having been accessed, used, disclosed, or 
modified. Following the WannaCry ransomware attacks last month, OCR reconfirmed that 
ransomware attacks are usually reportable incidents. 

 
3. Women’s Healthcare Group of PA – 300,000 
 
Highlights: 

• Ransomware 

• ObGyn/Women’s health practice in a July 18th statement posted on its website, Women's 
Health Care Group of PA said that the clinic discovered in May that a server and 

workstation located at one of its offices had been "infected by a virus designed to block 
access to system files." However, forensic analysis indicates that the attack might have 
begun as early as January.  

• "As part of our investigation, we learned that external hackers gained access to our 
systems, as far back as January 2017, through a security vulnerability. We also believe 
the virus was propagated through this vulnerability," 

• The clinic reported the case on July 15th to the Department of Health and Human Services 
as a "hacking/IT incident," impacting 300,000 individuals, according to the HHS Office for 
Civil Rights' HIPAA Breach Reporting Tool website. 

 

4. Urology of Austin – 280,000 
 
Highlights: 

• Ransomware 

• According to a notice from the healthcare provider, “On January 22, 2017, Urology 
Austin was the victim of a ransomware attack that encrypted the data stored on our 

servers. Within minutes, we were alerted to the attack, our computer network was shut 
down, and we began an investigation. We also began to take steps to restore the 
impacted data and our operations. Through our investigation, we determined that some 
patient information was impacted by the ransomware. That information includes patient 

names, addresses, dates of birth, Social Security numbers, and medical information.” 

• Urology Austin says they did not pay a ransom, and were able to restore patient 
information from a backup. Since the attack, they say they’ve “taken steps to improve 

their network and system security.” 
 
5. Pacific Alliance Medical Center – 266,000 

 
Highlights: 

• Ransomware 

http://www.whcgpa.com/notice-of-security-breach-incident.html
http://www.whcgpa.com/notice-of-security-breach-incident.html


• The attack occurred on or around June 14, 2017. Pacific Alliance Medical Center became 
aware that its systems had been compromised when files started to be encrypted. The 

incident triggered Pacific Alliance Medical Center’s emergency response procedures, and 
its networked computer systems were rapidly shut down to prevent the spread of the virus. 

• It is unclear whether a ransom was paid. 

• The types of PHI stored on the systems affected by the recent attack includes names, dates 
of birth, demographic information, employment information, and Social Security numbers. 
No financial information or health data were stored on the affected systems and 

remained secure at all times. 
 
Takeaways 
When we look at the numbers for the year, we can pick out some interesting nuggets. 

 

• Health providers were responsible for the majority of the breach reports in 2017.   This is 
true in terms of the number of breaches reported at 275, as well as the percentage of 

individual records at 89.3% of the total records compromised. In 2016, business 
associates had disproportionate share of the percentage of breached records with 
21.4%, whereas in 2015, largely due to the Anthem breach, payers took the prize with a 
little of 90% of the reported breached records.  

• After 2016’s numbers, a great deal of attention has been placed on vendor management 
(and rightly so), but what we see this past year is that far more records were 
compromised at provider organizations.   

• I believe this has a lot more to do with attackers finding targets of opportunity rather than 
one group becoming much more effective in their security efforts.    This is especially true 
when you consider the rise of ransomware attacks. It follows logically that a provider may 

be much more willing to quickly pay a ransom to ensure uninterrupted care and patient 
safety.     

• Diligence will continue to be the key—from knowing and understanding your 

organization’s risk profile and vulnerabilities to administrative and technical solutions that 
address threats at all areas of the kill chain. 
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