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LBMC INFORMATION SECURITY: 
WE ARE HITRUST EXPERTS 

The healthcare industry has been playing catch-up with cybersecurity investment, 
as breaches increase in frequency.

Healthcare organizations that harbor sensitive patient information can’t afford 
to take chances when it comes to cybersecurity risk management and 
compliance with federal and state requirements.

THE ISSUES — STATISTICS RELATED TO HEALTHCARE AND CYBERSECURITY

Healthcare organizations suffered 
more breaches than any other industry, 
comprising 24% of all incidents. 

The biggest threat to healthcare organizations is 
ransomware, which accounts for 85% of all breaches 
that involve malware. 
(ONR.COM) 

Between 2009 and 2017 there have 
been 2,181 healthcare data breaches 
involving more than 500 records.

Those breaches have resulted in the theft/exposure of 
176,709,305 healthcare records. That equates to more than 
50% of the population of the United States (54.25%). 
(HIPAAJOURNAL.COM) 

HITRUST

https://www.onr.com/blog/top-takeaways-from-2018-verizon-data-breach-investigation-report/
https://www.hipaajournal.com/healthcare-data-breach-statistics/
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NEED A QUOTE?

SERVICES — WHY LBMC?

OUR EXPERIENCE — TESTED AND TRUSTED

The Health Information Trust Alliance (HITRUST) CSF allows healthcare entities to demonstrate 
compliance with a number of standards and regulations, including:

As HITRUST experts, LBMC Information Security can make your organization 
HITRUST CSF compliant through the following services:

Healthcare Insurance Portability 
and Accountability Act (HIPAA)

Federal Information Security 
Management Act (FISMA)

Centers for Medicare & Medicaid Services (CMS) 
Information Security requirements

Payment Card Industry Data 
Security Standards (PCI DSS)

National Institute of Standards and Technology (NIST) 
cybersecurity framework and control specifications

The General Data Protection Regulation 
(GDPR)

Because of our deep healthcare experience and expertise, we know where you need to focus to 
demonstrate compliance with desired regulations and effectively manage cybersecurity risks. 
As a result, our recommendations are more impactful, more efficient, and less costly.

Need to know the cost of HITRUST certification services for budgeting? 
Our professionals are ready to begin assessing needs. Contact us today!

HITRUST Readiness and Expertise 
One of a select group of HITRUST CSF assessors, LBMC Information Security’s experts can help ensure that 
your organization is prepared for HITRUST as you embark on the journey of certification and establishing a 
well-known and generally-accepted security framework within the healthcare industry. Our deep security 
and compliance expertise makes us exceptionally qualified to use the HITRUST CSF to assure healthcare 
entities, their patients, and government regulators that protected health information is safe and secure.

HITRUST Certification 
HITRUST has developed an assurance program that allows for independent HITRUST certification 
or validation against the framework. These validation or certification engagements must be performed by 
organizations (Assessors) that have been specially trained and vetted by HITRUST as having experience and 
expertise specifically in healthcare information security.  LBMC was one of the very first organizations to 
become a HITRUST CSF assessor.
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